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SABIR PAY LIMITED
RETAIL USER AGREEMENT
Natural Persons / Consumer Customers
Commercial Offer • User Terms & Conditions • Security • Privacy • Consents
	Provider
	Sabir Pay Limited

	Legal form
	Private limited liability company incorporated under Maltese law

	Company registration no.
	[OPEN – insert verified company registration number]

	Registered office
	Juanafil Group, Central Office Building, Block A, Level 2, Halmann Vella, Mosta Road, Lija, LJA 9016, Malta

	Regulatory status
	Pre-licensing / applicant status. Regulated electronic-money and payment services may commence only after the relevant MFSA authorisation becomes effective.

	MFSA licence / register reference
	[OPEN – insert only after authorisation]


DOCUMENT STRUCTURE
	Section
	Content

	PART A
	Customer profile, service selection and commercial offer

	PART B
	Retail User Terms and Conditions — Articles 1 to 20

	SCHEDULE 1
	Commercial offer and tariff

	SCHEDULE 2
	Operational limits, cut-offs and support channels

	SCHEDULE 3
	Security conditions

	SCHEDULE 4
	Privacy notice and optional consents

	SCHEDULE 5
	Customer declarations, signatures and electronic acceptance



PART A — CUSTOMER PROFILE, SERVICE SELECTION AND COMMERCIAL OFFER
Only the services expressly selected and activated for the Customer form part of the operational relationship.
	Full name
	____________________________

	Date / place of birth
	____________________________

	Nationality
	____________________________

	Residential address
	____________________________

	Email / mobile
	____________________________

	Tax ID / identification reference
	____________________________


A.1 — CUSTOMER ELIGIBILITY
The retail product is intended for an adult natural person resident in an eligible country and acting primarily for personal purposes. Business/professional use, credit, overdraft and crypto-asset/CASP services are outside this Agreement unless separately authorised, approved and contracted.
A.2 — PLAN SELECTION
	Selection
	Plan

	[ ] SABIR BASIC
	Digital e-money account / wallet; proposed monthly fee €0.00.

	[ ] SABIR PREMIUM
	Premium retail plan; proposed monthly fee €4.41.

	[ ] ACCOUNT TREE / FAMILY PREMIUM
	Linked-account functionality with permissions and limits; proposed monthly fee €5.00 where separately activated.


A.3 — OPTIONAL SERVICES
	Selection
	Service

	[ ] IBAN / E-money account
	Core account and electronic money functionality.

	[ ] SEPA Credit Transfer
	Standard SEPA transfers, subject to availability, limits and cut-offs.

	[ ] SEPA Instant
	Instant transfer functionality where available.

	[ ] Debit Card
	Physical and/or virtual debit card if issued and activated.

	[ ] Prepaid Card
	Prepaid instrument if offered and activated.

	[ ] P2P On-Us
	Transfers between eligible Sabir users inside the Sabir ecosystem.

	[ ] FX / Multicurrency
	Foreign exchange and supported currency balances if activated.

	[ ] Sabir Connect
	Chat, documents, payment requests, payment authorisation and receipt history within the Sabir environment.

	[ ] Authorized Person / Linked User
	Access rights only within the mandate and permissions approved by the Account Holder and Sabir.



PART B — RETAIL USER TERMS AND CONDITIONS
ARTICLE 1 — DEFINITIONS
“Account” means the electronic-money/payment account made available to the User through Sabir One or another approved Sabir Platform. It is not a bank current account or deposit account.
“Agreement” means this Retail User Agreement together with the selected Commercial Offer, the Tariff, the Operational Schedule, the Security Conditions, the Privacy Notice, the Customer application and any product-specific terms accepted by the User.
“Authorized Person” means a natural person whose access or transaction rights have been validly granted by the Account Holder and accepted by Sabir, including through Account Tree / Family functionality where available.
“Business Day” means a day other than Saturday, Sunday or a public/bank holiday in Malta on which the relevant payment service is operational, subject to the applicable cut-off.
“Credentials” means any User ID, password, PIN, OTP, passkey, device binding, biometric authentication or other personalised security credential used to access or authorise use of the Services.
“E-money” means electronically stored monetary value issued on receipt of funds, representing a claim on the issuer, used for payment transactions and accepted in accordance with applicable law.
“E-Wallet” means the electronic wallet associated with the Account and holding E-money in EUR and/or other supported currencies where activated.
“Funds” means the balance of E-money and any other amounts lawfully available for execution of the Services.
“Inter-Account Transaction” means a transfer between Accounts held by the same User or linked accounts where the relevant mandate permits it.
“On-Us Transaction” means an eligible transaction settled within the Sabir ecosystem between Sabir users/accounts without requiring an external payment rail for the internal leg.
“Sabir”, “we”, “us” or “our” means Sabir Pay Limited.
“Sabir Connect” means the optional communication and workflow environment that may combine chat, attachments, payment requests, payment authorisation and receipts. A message or request is not itself a payment authorisation unless the User completes the required authentication/consent step.
“Sabir One” means the Sabir digital application/portal through which activated Services may be accessed.
“SCA” means Strong Customer Authentication where required by applicable payment-services law and technical standards.
“Services” means only those payment, e-money, card, FX, account, On-Us, linked-account and ancillary services validly selected, legally permitted and activated for the User.
“Successor” means a person legally entitled to claim or deal with the User’s balance following death, subject to applicable succession law and documentary verification.
“Unique Identifier” means the IBAN, account identifier, card details or other identifier required for execution of a payment order.
“User” or “Customer” means the adult natural person entering into this Agreement for personal purposes.
ARTICLE 2 — NATURE OF THE ACCOUNT AND SCOPE OF SERVICES
2.1 E-money is issued at par against funds received. The Account must normally remain in credit. E-money is not a bank deposit, earns no interest and is not covered by a deposit-guarantee scheme. Relevant customer funds are safeguarded in accordance with applicable law.
2.2 Subject to authorisation, activation, limits and technical availability, the Services may allow the User to receive and execute payments, fund the E-Wallet through approved methods, make transfers, perform Inter-Account and On-Us Transactions, redeem E-money, use cards and ATMs, access FX/multicurrency functionality, view balances and statements and use Sabir Connect and Account Tree / Family features.
2.3 Sabir does not provide a credit line or overdraft under this Agreement. Any negative balance arising from reversals, chargebacks, corrections or fees must be restored promptly. Separate credit products, if ever offered, require separate legal basis, terms and approvals.
2.4 Crypto-asset, custody, exchange or CASP services are not included in this Agreement. Any future crypto-asset functionality requires the relevant regulatory permission and separate customer terms.
ARTICLE 3 — ACCOUNT OPENING, KYC AND CUSTOMER OBLIGATIONS
3.1 Opening and continued use of the Account are subject to identity verification, eligibility, AML/CFT and sanctions screening, risk assessment, technical checks and acceptance of the contractual documents.
3.2 The User shall provide complete, accurate and current information and documents reasonably requested by Sabir, including evidence of identity, address, tax status, source of funds/wealth, purpose of transactions and counterparties where required by law or risk controls.
3.3 The User shall promptly notify Sabir of material changes to identification, contact, residency, tax, source-of-funds or other information relevant to the relationship. Sabir may temporarily restrict Services until verification is completed.
3.4 The User shall use the Account only for lawful purposes, maintain sufficient available balance for transactions and fees, review messages and statements, and cooperate with legitimate security and compliance requests.
3.5 Sabir may use approved identity-verification, fraud-prevention and data-validation providers where permitted by law. Processing is governed by the Privacy Notice and is not based on “consent” where contract or legal obligation is the correct legal basis.
ARTICLE 4 — PAYMENT ORDERS, RECEIPT AND EXECUTION
4.1 The User must provide the Unique Identifier and any other information required for the relevant payment, including amount, currency, beneficiary name and information necessary for beneficiary verification where applicable.
4.2 A payment order is deemed received when actually received by Sabir in accordance with the applicable channel. Orders received after a cut-off or on a non-Business Day may be treated as received on the next Business Day, except where instant-payment rules or product terms provide otherwise.
4.3 Execution times, cut-offs, irrevocability, rejection grounds and value dating follow applicable law and Schedule 2. For eligible instant payments, execution follows the specific instant-payment framework and technical availability.
4.4 Where Sabir executes the order according to the Unique Identifier supplied by the User, the payment is treated as correctly executed in relation to that identifier. If the identifier is incorrect, Sabir will make reasonable efforts to recover the funds and may charge only a fee permitted by law and disclosed in the Tariff.
4.5 Sabir may reject or defer an order where funds are insufficient, authentication fails, required information is missing, limits are exceeded, fraud/AML/sanctions controls are triggered, or execution would be unlawful. Notice and reasons are provided where permitted.
ARTICLE 5 — FEES, FX, LIMITS AND TAXES
5.1 The User pays only fees shown in the applicable Tariff and/or disclosed before execution where required. Sabir is authorised to debit due fees from the available balance.
5.2 For FX transactions Sabir will display, where required, the reference exchange rate or methodology, any mark-up/fee and the resulting amount before the User confirms the transaction. Rates may move until execution where the disclosed methodology so provides.
5.3 Sabir may apply account, transaction, card, ATM, channel or risk-based limits to protect the User, comply with law and operate the Services safely. Current limits are communicated in Schedule 2 and/or the Sabir Platform.
5.4 The Account does not provide an authorised overdraft. If a negative balance occurs due to reversal, correction, scheme settlement or fee, the User shall restore it. No interest or charge applies unless specifically lawful, contractually disclosed and included in the Tariff.
5.5 The User remains responsible for personal tax obligations arising from their activities. Sabir may make reports or withholdings where required by law.
ARTICLE 6 — SECURITY, SCA, CREDENTIALS AND AUTHORIZED PERSONS
6.1 The User must keep Credentials secret, use only official Sabir channels and take reasonable steps to secure devices, SIMs, email and authentication factors.
6.2 Sabir applies SCA where required and may use PIN, OTP, passkeys, device binding, biometric authentication and risk-based controls. Sabir may refuse an instruction where identity or authentication cannot be established with sufficient confidence.
6.3 Repeated failed authentication may trigger a temporary lock. The User may request restoration through the approved recovery procedure after security verification.
6.4 The User must immediately report suspected compromise, phishing, SIM swap, device loss/theft or unauthorised transactions through the 24/7 blocking channel once finalised in Schedule 2.
6.5 Authorized Persons may act only within the approved mandate. The Account Holder is responsible for defining permissions and promptly withdrawing access when no longer appropriate. Sabir may require separate SCA or verification for each Authorized Person.
ARTICLE 7 — SUSPENSION, FRAUD, AML/CFT AND SANCTIONS
7.1 Sabir may block or restrict the Account, an instrument or a functionality where objectively justified by security concerns, suspected unauthorised/fraudulent use, AML/CFT or sanctions requirements, court/regulatory order, material contractual breach or other lawful grounds.
7.2 Where lawful, Sabir will inform the User before the restriction or immediately afterwards and will restore access when the reasons cease to exist. Sabir is not required to disclose information where doing so would breach law, compromise security or constitute prohibited tipping-off.
7.3 Sabir may hold, reject, delay, return or freeze funds only where legally permitted or required. Any safeguarding or reserve action does not give Sabir ownership of customer safeguarded funds.
7.4 Fraud monitoring may use device, network, behavioural, transaction and risk data in accordance with the Privacy Notice.
ARTICLE 8 — CARDS, ATM, ON-US, ACCOUNT TREE / FAMILY AND SABIR CONNECT
8.1 Cards are usable only after issuance and activation. Card network rules, transaction/ATM limits, replacement, dispute and blocking rules form part of the relevant card terms and Tariff.
8.2 P2P and other On-Us Transactions are executed within the Sabir ecosystem where eligible. An On-Us transaction remains subject to authentication, fraud, AML/sanctions and limit controls.
8.3 Account Tree / Family functionality permits linked access and/or sub-account structures only as approved by Sabir. Linked users do not automatically acquire ownership of the Account Holder’s funds. Spending rights, limits and permissions are defined in the mandate shown in the Sabir Platform.
8.4 In this retail version, linked users must be adults verified by Sabir unless a dedicated minor product is separately approved and launched.
8.5 Sabir Connect may allow communications, attachments, payment requests and transaction history. A request or chat message does not by itself authorise a payment; the User must complete the applicable consent and authentication flow.
ARTICLE 9 — INFORMATION, STATEMENTS AND DURABLE MEDIUM
9.1 Sabir provides access to balance and transaction history and, after payment transactions, the information required by applicable law, including transaction reference, amount, relevant fees, FX information where applicable, and debit/credit/value date.
9.2 Contractual documents, proposed amendments, statements, receipts and notices may be supplied on a durable medium through the app, portal, email or another agreed channel capable of being stored and reproduced unchanged.
9.3 Paper statements may be available on request where operationally supported and may be subject to a disclosed fee where lawful.
9.4 The User must review statements and notifications and report anomalies without undue delay.
ARTICLE 10 — UNAUTHORISED, INCORRECT OR NON-EXECUTED TRANSACTIONS; LIABILITY
10.1 The User shall notify Sabir without undue delay of unauthorised, incorrectly executed, non-executed or late transactions and in any event within the applicable statutory long-stop period.
10.2 Sabir will investigate authentication, recording and execution. Where required by mandatory law, Sabir will refund or restore the Account within the legally required timeframe.
10.3 The User’s liability for losses arising from lost/stolen payment instruments, compromised Credentials, fraud or gross negligence is limited and determined by mandatory payment-services law. Contractual terms do not remove rights that cannot lawfully be waived.
10.4 Sabir will make reasonable efforts to trace or recover incorrectly directed funds and may charge only a fee permitted by law and included in the Tariff.
10.5 Neither party excludes liability for fraud, wilful misconduct, death/personal injury where such exclusion is prohibited, or any liability that cannot be excluded or limited by law. Any other exclusions or limits apply only to the extent enforceable against a consumer.
ARTICLE 11 — REPRESENTATIONS, PROHIBITED USE AND USER RESPONSIBILITY
11.1 The User represents that information supplied is materially accurate and that the Account and Services will not be used for illegal, fraudulent, deceptive or sanctioned activity.
11.2 The User shall not use the Services to facilitate unlawful goods/services, money laundering, terrorist financing, fraud, prohibited gambling, sanctions evasion or any activity prohibited by applicable law or Sabir’s published acceptable-use rules.
11.3 Once the relevant authorisation is effective and the Services are live, Sabir acts as a regulated payment/e-money service provider within the scope of that authorisation. Sabir is not the seller or guarantor of goods or services purchased from a merchant and does not guarantee merchant quality, safety or legality.
11.4 Any indemnity by a consumer applies only to direct losses lawfully recoverable and caused by that User’s fraud, wilful misconduct or material breach, and never limits mandatory consumer/payment-services protections.
ARTICLE 12 — SERVICE AVAILABILITY, OUTSOURCING, DORA AND FORCE MAJEURE
12.1 Services may be temporarily unavailable due to maintenance, cyber/ICT incidents, third-party infrastructure, telecommunications failure, scheme or banking outages, force majeure or legally required controls.
12.2 Sabir maintains governance, security, incident response, business continuity and third-party risk measures consistent with applicable ICT and DORA requirements. Use of processors, cloud or technology providers does not by itself remove Sabir’s legal responsibility for regulated obligations.
12.3 Where legally required, material incidents and service disruptions are communicated through appropriate channels. Nothing in this Article excludes mandatory liability.
ARTICLE 13 — INTELLECTUAL PROPERTY AND SOFTWARE LICENCE
13.1 For the duration of the Agreement, Sabir grants the User a personal, limited, non-exclusive, non-transferable and revocable licence to use Sabir One and related customer software solely for authorised access to the Services.
13.2 All rights in Sabir names, logos, software, interfaces, documentation and other intellectual property remain with Sabir or its licensors.
13.3 The User shall not reverse engineer, copy, modify, distribute, scrape or commercially exploit proprietary software or content except where mandatory law expressly permits.
ARTICLE 14 — CONFIDENTIALITY AND DATA PROTECTION
14.1 Each party shall protect confidential information received in the relationship to the extent reasonably applicable. The User’s principal confidentiality obligations concern Credentials, security information and non-public information specifically identified as confidential.
14.2 Sabir processes personal data as Data Controller for the purposes and legal bases described in Schedule 4. Processing necessary for onboarding, contract performance, payments, AML/CFT, sanctions, safeguarding, fraud prevention, security, complaints and legal compliance does not depend on optional marketing consent.
14.3 Sabir may record customer-service calls or retain secure chat/ticket records where lawful for security, quality, evidential and compliance purposes. Appropriate notice is provided.
14.4 Optional marketing and optional commercial profiling are subject to separate choices and may be withdrawn without affecting core Services, unless a specific processing operation is otherwise lawfully based.
ARTICLE 15 — CHANGES TO TERMS, FEES AND SERVICES
15.1 Proposed changes to this framework Agreement will be communicated on a durable medium with the notice period required by applicable law. Where the payment-services framework requires two months’ notice for consumer contracts, Sabir will apply that period unless a lawful exception applies.
15.2 Where law permits deemed acceptance, the notice will explain the effective date, the right to reject and the right to terminate without charge before the change takes effect.
15.3 Changes to exchange or reference rates may take effect immediately where the agreed methodology and applicable law permit. Changes favourable to the User may take effect without prior notice where lawful.
15.4 Product, security or compliance changes required immediately by law, sanctions, fraud prevention or critical risk may be implemented without the standard notice only to the extent legally permitted.
ARTICLE 16 — TERM, TERMINATION, CLOSURE AND E-MONEY REDEMPTION
16.1 The Agreement is for an indefinite term unless expressly stated otherwise.
16.2 The User may terminate at any time on the notice permitted by law, which shall not exceed one month where that rule applies. Charges on termination apply only where lawful and disclosed.
16.3 Sabir may terminate an indefinite framework agreement on at least two months’ notice where required by applicable payment-services law. Immediate closure or restriction may occur where law permits, including fraud, sanctions, AML/CFT, security, regulatory order, false information or material breach.
16.4 On termination, pending transactions will be dealt with according to their status, due fees may be deducted lawfully, and remaining E-money will be redeemed at par subject to legal, AML/sanctions, fraud and beneficiary/successor verification.
16.5 On death, Sabir may restrict the Account pending documentary verification and will act on valid instructions from the legally entitled Successor or representative.
ARTICLE 17 — COMPLAINTS AND ALTERNATIVE DISPUTE RESOLUTION
17.1 Complaints may be submitted through the contact specified in Schedule 2. Sabir will acknowledge and handle complaints in accordance with applicable regulatory requirements.
17.2 Payment-services complaints are normally answered within 15 Business Days. In exceptional circumstances beyond Sabir’s control, an interim response may be issued and the final response will be provided within the maximum period permitted by law, currently expected not to exceed 35 Business Days where the relevant rule applies.
17.3 Eligible customers may refer unresolved disputes to the Office of the Arbiter for Financial Services (OAFS) in Malta or another competent ADR/body where applicable.
ARTICLE 18 — ASSIGNMENT, OUTSOURCING AND CORPORATE CHANGES
18.1 The User may not transfer the Account or contractual rights/obligations to another person except where Sabir agrees or mandatory law provides otherwise.
18.2 Sabir may outsource operational functions or use agents/providers subject to applicable law, governance and regulatory requirements. Sabir remains responsible for obligations that law does not permit it to transfer.
18.3 In a merger, restructuring, transfer of business or permitted assignment, the Agreement may transfer to a lawful successor subject to required regulatory approvals, notices and the User’s mandatory rights.
ARTICLE 19 — COMMUNICATIONS, LANGUAGE, GOVERNING LAW AND JURISDICTION
19.1 Communications are made through approved channels, including secure messaging, app/portal notifications, email and, where required, registered or other formal means.
19.2 The governing contractual language for Malta is English once legally approved. Translations may be provided for convenience. Mandatory language rights of consumers remain unaffected.
19.3 The Agreement is governed by Maltese law, without prejudice to mandatory consumer protections and jurisdiction rules that apply to the User.
19.4 Nothing in this Agreement prevents the User from relying on mandatory rights available under the law applicable to consumers in the relevant EEA jurisdiction.
ARTICLE 20 — ENTIRE AGREEMENT, PRECEDENCE, SEVERABILITY AND WAIVER
20.1 The Agreement and its Schedules constitute the entire contractual framework for the Services selected by the User. Product-specific card or service terms supplement this Agreement for the relevant product.
20.2 Mandatory law prevails over any inconsistent contractual clause. If any provision is invalid or unenforceable, the remaining provisions continue to the extent legally possible.
20.3 Failure or delay by either party to exercise a right is not a waiver of that right.
20.4 If there is a conflict between documents, the following order applies unless mandatory law requires otherwise: (1) mandatory law; (2) product-specific executed terms; (3) signed Commercial Offer / Tariff; (4) this framework Agreement; (5) general operational information.
SCHEDULE 1 — COMMERCIAL OFFER AND TARIFF
Working commercial conditions to be validated before customer launch.
	Service
	Commercial condition
	Status / note

	Account opening
	[OPEN]
	Final tariff required

	Sabir Basic — monthly fee
	€0.00 / month
	Current commercial proposal

	Sabir Premium — monthly fee
	€4.41 / month
	Current commercial proposal

	SEPA retail transfer
	€0.00
	Current commercial proposal; subject to final FID/tariff

	SEPA Instant
	€0.00 proposed
	Subject to availability and applicable parity rules

	Incoming transfer
	[OPEN]
	Final tariff required

	P2P On-Us
	€0.00
	Current commercial proposal

	Account Tree / Family Premium
	€5.00 / month
	If separately activated

	FX On-Us
	0.40% indicative
	Working BP assumption; final customer charge/mark-up must be approved and disclosed before confirmation

	Debit / prepaid card issue
	[OPEN]
	Final tariff required

	Card replacement
	[OPEN]
	Final tariff required

	ATM withdrawal EEA / non-EEA
	[OPEN]
	Final tariff required

	Funds recovery — wrong identifier
	[OPEN]
	Only where permitted by law

	E-money redemption
	[OPEN]
	Only fees permitted by applicable law

	Sabir Connect
	[Included / OPEN]
	Final product decision required





SCHEDULE 2 — OPERATIONAL LIMITS, CUT-OFFS AND SUPPORT CHANNELS
	Operational item
	Value

	Eligible residence countries
	[OPEN]

	Supported currencies
	EUR + [OPEN]

	SEPA cut-off
	[OPEN]

	SEPA Instant availability / limits
	[OPEN]

	Daily / monthly transfer limits
	[OPEN — by profile/risk]

	Card / ATM limits
	[OPEN]

	Top-up methods / limits
	[OPEN]

	24/7 blocking channel
	[OPEN — phone/app/web]

	Customer support
	[OPEN — hours/SLA]

	Complaints contact
	[OPEN — email/address]

	DPO / privacy contact
	[OPEN — email/address]

	Official customer website / portal
	[OPEN — final production domain]


SCHEDULE 3 — SECURITY CONDITIONS
Use only official Sabir apps, portals and contact channels; keep devices and operating systems updated.
Never disclose passwords, PINs, OTPs, passkeys or recovery codes. Sabir will not ask the User to disclose a complete OTP by ordinary phone/chat.
Use screen lock, device security and available biometric/passkey controls; enable transaction notifications where offered.
Verify beneficiary, IBAN/identifier, amount and currency before authorising any payment.
Report immediately any suspected fraud, phishing, SIM swap, malware, loss/theft of device/card or unauthorised transaction.
Do not install remote-control software or give screen-sharing access to a person merely because they claim to represent Sabir.
Sabir may apply SCA, transaction monitoring, device/network checks, behavioural risk controls, encryption, access segregation and incident response. Technical details may be withheld where disclosure would reduce security.
SCHEDULE 4 — PRIVACY NOTICE AND OPTIONAL CONSENTS
	Controller
Sabir Pay Limited is the Data Controller for the processing described in this Schedule. Registered office: Juanafil Group, Central Office Building, Block A, Level 2, Halmann Vella, Mosta Road, Lija, LJA 9016, Malta. DPO/contact: [OPEN].



4.1 Categories of personal data
Identity and contact data, identification documents, tax/residency data and signature.
KYC/AML data, including source of funds/wealth, PEP/sanctions screening and transaction context where required.
Account, beneficiary, balance, transaction and card/payment-instrument data.
Device, IP/network, authentication, fraud/security and incident data.
Customer-service communications, complaints, documents, preferences and marketing choices.
Geolocation or similar device data only where enabled/necessary and processed under the appropriate legal basis.
4.2 Purposes and legal bases
	Purpose
	Data
	Legal basis
	Consent?

	Onboarding and contract
	Identity, contacts, account
	Contract + legal obligations
	No

	AML/CFT, sanctions, tax compliance
	KYC/PEP/SOW/SOF/transactions
	Legal obligation / public interest as applicable
	No

	Payments, safeguarding, reconciliation
	Orders, beneficiaries, balances
	Contract + legal obligation
	No

	Fraud, security, DORA
	Device, IP/network, events, risk patterns
	Legal obligation + legitimate interests
	No, unless a specific processing operation requires another basis

	Support and complaints
	Communications and evidence
	Contract + legal obligation
	No

	Optional marketing
	Contact details, preferences, campaign interaction
	Consent where required or other lawful basis if validated
	Yes where consent is the basis

	Optional commercial profiling
	Preferences and behaviour for personalisation
	Consent where used as basis
	Yes where consent is the basis


4.3 Recipients and transfers
Data may be disclosed on a need-to-know basis to banks, card/payment schemes, processors, identity/fraud vendors, cloud/technology providers, professional advisers, auditors, competent authorities and other approved service providers. EEA processing is preferred; transfers outside the EEA require an adequacy decision or appropriate safeguards and any required transfer-risk assessment.
4.4 Retention
Personal data is retained for the periods necessary for contract, payments, AML/CFT, tax, legal claims and corporate obligations. AML/CFT records are generally retained for at least five years from the relevant statutory trigger, with longer retention only where lawful or required. The final retention schedule must be approved before go-live.
4.5 Rights
Subject to applicable law, the User may exercise access, rectification, erasure, restriction, objection, portability and withdrawal of consent, and may complain to the Information and Data Protection Commissioner (IDPC) in Malta. Withdrawal of consent does not affect prior lawful processing and does not stop processing based on contract or legal obligation.
4.6 Optional consents
	Choice
	Statement
	Effect

	[ ] I ACKNOWLEDGE
	I have received/read the Privacy Notice.
	Acknowledgement only — not consent to necessary processing.

	[ ] I CONSENT   [ ] I DO NOT CONSENT
	Sabir marketing by email/SMS/push/telephone where consent is the chosen legal basis.
	Optional and withdrawable at any time.

	[ ] I CONSENT   [ ] I DO NOT CONSENT
	Commercial profiling for personalised offers, where Sabir relies on consent.
	Optional and withdrawable at any time.

	[ ] I CONSENT   [ ] I DO NOT CONSENT
	Promotional communications concerning identified third-party partners, only if this purpose is introduced and transparently described.
	Optional; requires clear categories/identification in final Privacy Notice.


SCHEDULE 5 — CUSTOMER DECLARATIONS, SIGNATURES AND ELECTRONIC ACCEPTANCE
I confirm that I received, before conclusion of the Agreement, the applicable pre-contract information and Tariff/Fee Information Document in a form I could store and reproduce.
I confirm that I selected only the Services marked in Part A and understand that a service becomes available only after activation and, where relevant, regulatory/technical readiness.
I understand that E-money is not a bank deposit, pays no interest and is not protected by a deposit guarantee scheme; relevant funds are safeguarded according to law.
I understand the security duties in Schedule 3 and the need to report compromise or unauthorised activity immediately.
I acknowledge the Privacy Notice. Optional marketing/profiling choices are recorded separately and are not a condition for core services unless the processing is independently necessary/lawful.
I understand that regulated services cannot commence before Sabir has the relevant effective authorisation and the customer-facing terms are approved.
	Place and date
	____________________________

	Customer full name
	____________________________

	Customer signature / electronic acceptance
	____________________________

	For Sabir Pay Limited
	____________________________

	Version of Agreement / Tariff delivered
	____________________________

	Onboarding / audit reference
	____________________________
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